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PREFACE

This survey was conducted as part of the Department of Defense (DoD)
Food RDTGEng Program under Project No. 728012.19, DoD Production Engineering
in Support of Stock Fund Food and Food Service Items. The Service Require-
ment was identified as USN 7-6, '"Procurement of Enlisted Dining Facility
Patron Identification and Recording System'' and sponsored by the Navy Food
Service Systems Office (NAVFSSO) .

The following individuals assisted on numerous occasions and deserve
special credit. These include Dr. Robert J. Byrne, Chief, Operations Research
and Systems Analysis Office, for his overall technical guidance and his
encouragement and support; Mr. Philip Brandler for his helpful suggestions
and special assistance, and Mrs. Patricia A. Yow and Mrs. Maryellen Jennings
who provided secretarial support for the project.

In order to make this report as informative as possible, we have included
in the appendices reproduced copies of all the relevant brochures and articles
that we received when we were conducting the survey. Permission has been
granted by each of the companies whose literature appears in this report to
reproduce their material for informative and educational purposes only.
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AUTOMATED HEADCOUNT SYSTEMS - A STATE OF THE ART SURVEY

SECTION I

INTRODUCTION

The Signature Headcount system was established by the Annual Military
Appropriations Act, DoD Directive 1338.10-M and a Memorandum added to DoD
Directive 1338.10-M, dated 10 May 1968, to control the entry of authorized
personnel into military enlisted dining facilities, to insure proper payment
for meals consumed by personnel not authorized Subsistence-In-Kind and to
provide an appropriate audit trail. Recent criticism of the system includes
claims that it is unreliable, cumbersome, and time consuming. In addition,
headcount sheets are difficult to audit and the requirement to sign for a
meal is considered to be demeaning and a source of irritation to patrons.

In an effort to address these inadequacies in the present system the Navy
Food Service Systems (NAVFSSO) tasked the Operations Research and Systems
Analysis Office (OR/SAO) of the US Army Natick Research and Development
Laboratories (NLABS) to provide technical assistance in assessing commercially
available automated headcount systems for application to Navy foodservice.
To accomplish this task, OR/SA conducted a survey of off-the-shelf automated
headcount systems. This report presents the results of the survey. These
results include a description of the operational capabilities of each of the
systems identified in the survey and an evaluation of their potential for
military usage. A comparison of system costs is also included. In addition,
this report discussess prior military experience with automated headcount
systems, government audit results of the existing signature headcount system,
and some general problem areas associated with the signature system. Conclusions
and recommendations are also presented.

PRIOR RESEARCH

The Navy is not the first DoD Agency to have expressed an active interest
in improving the existing headcount system. In 1972, during a test of the
Centralized Army Feeding (CAFE) concept at Fort Lewis, Washington, a form of
automated headcount was utilized.l Terminals in the dining facilities recorded
card information on computer tape through a central polling device and key "
tape units. The results showed that an Automated Headcount System was feasible
and that the concept should be refined and tested further.?

1R. Bustead, ''The CAFe System Experiment at Fort Lewis, Washington',
Technical Report, TR-73/20-OR/SA, December, 1972, (AD 759284).

2D. P. Leitch, and Hertweck, G., "An Automated Headcount System',
Technical Report, Natick/TR-73/11-OR/SA, November, 1972, (AD 752118).
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In 1973, authority was granted to the Troop Support Agency (TSA) at
Fort Lee, Virginia to conduct an Automated Headcount test in Fort Lee, Virginia.
The test as operated showed two types of results: first, the problems encountered
in a system of this design, and second, the advantages of an automated system.
The problems encountered included:

1. the off-the-shelf equipment was not specially designed for the
function it was to perform and as a result hampered test operations,

2. it took too long to validate transactions (at best, an average of
7 seconds),

3. because the equipment was obtained from seven different manufacturers,
there were problems in communications between components and in
isolating machine malfunctions,

4. approximately 40% of the people lost their meal cards during the
test period,* and

5. the damage rate to cards was high, causing the cost of card
preparation to be high.

Furthermore, the voice grade telephone lines that were used to connect
the system were viewed as a possible cause for the slow response times and
many of the error responses experienced during the test. It was concluded
that the concept of automating the headcount requirement was viable, but
that the automation package as tested at Fort Lee should not be proliferated.

However, the automated system showed some definite advantages over the
signature headcount system. These included: (1) the automated system was
highly accurate when compared to the signature system and was difficult to
"pad" and (2) the system provided an improved method of accounting for meals,
report preparations, and auditing dining facility transactions.

3J. W. Marker, 'Automated Headcount System Test!, Final Report, US Army
Troop Support Agency, November, 1974, (CS-SD-7601).

*Fort Lee annually experiences a 20% loss rate of military ID cards,
which are infrequently removed from individuals' wallets. The meal card, on
the other had, was removed as many as three times per day, seven days per week,
which would explain the 40% loss rate during the short duration of the test.

12




There were, however, (and still are as per current audit reports) two
major problems in existence that were not solved by either of the two automated
systems tested and that can not be solved by automation. These problems include
inadequate meal card and headcount station control practices. An automated
headcount system will not significantly improve record keeping in regards to
ration status and card issuance and control. Nor will an automated badge
reader have the capability to stop unauthorized people from getting free
meals if the headcount attendant lets them go through. Any good access
control system, including an automated system, depends upon good and exacting
record keeping practices on who is authorized and ''GO - NO GO' enforcement
practices at the point of access control.

FUNCTIONAL REQUIREMENTS

NAVFSSO provided NLABS with a statement of functional requirements for
the selected system(s) and to a large extent, these requirements guided this
survey's search for alternative systems. The specific requirements were:

1. Validation of eligibility of personnel to insure that only persons
entitled to subsistence-in-kind are permitted to eat at government
expense.

2. Prevention of unauthorized personnel from using a valid entitlement
instrument.

3. Providing daily and monthly auditable headcount totals by meal
periods and category of personnel, e.g., subsistence-in-kind, cash
sales, and meals consumed by patrons from other services.

4, Facilitate the verification of meal counts for audit purposes.

5. Substantiate ration credits and monetary allowances claimed by
Navy enlisted dining facilities.

It should be noted that the requirement to validate personnel eligibility
was the driving force behind the decision to narrow the scope of this survey
to automated alternatives. It should also be noted that when the requirement
to provide auditable headcount totals is satisfied, the requirements for
verifying meal counts and substantiating ration credits are also partially
satisfied. Therefore, from both the Navy's and from the surveyors' perspective,
the requirement to provide auditable headcount totals was considered the most
important.

SURVEY METHODOLOGY

There were three major stages involved in conducting the survey. First,
a list of potential vendors was generated. Second, each vendor was contacted
and asked to respond to the specially designed questionnaire given in Appendix
A. Finally, where time and resources allowed, actual users were interviewed
either in person or by telephone.

13




The search for potential vendors was designed to be as extensive as
possible. Trade journals such as "Security World" and Datamation'' and the
Sandia Handbook™ on Entry-Control Systems were reviewed, and all relevant
articles, advertisements and system descriptions contained therein were
extracted for further investigation. User interviews provided another means
for identifying potential vendors. Interviews were conducted with personnel
involved in either foodservice or security access applications. During the
course of each interview, users were asked to identify other systems, if any,
which were considered prior to making the decision to purchase or lease the
actual system in use. This particular approach proved to be the most valuable
one, because some of the vendors included in this report were not listed in
either the trade journals or in the Sandia Handbook. Other questions that
were posed to users provided information on system reliability and performance,
vendor service and training policies, and user satisfaction.

As can be seen in Appendix A, the vendor questionnaire was divided into
three categories: Hardware, Cards, and Other. The Hardware section addressed
itself to issues of system cost and operating capabilities. The Card Section
was concerned solely with card costs and characteristics, and the last
category dealt with issues considered important but not falling into either
of the other two categories, such as the number of current foodservice
applications and the nature of applications other than foodservice.

ANALYTICAL ASSUMPTIONS

The actual costs of any particular system are determined by its size and
the special requirements it must satisfy. Systems provided by each vendor
therefore must be configured to provide the functions required for a particular
site. In order to present a meaningful cost comparison of the systems included
in this report, however, certain assumptions which would represent appropriated
fund foodservice on Navy ashore bases were made. These were:

1. 2000 authorized patrons (i.e., cardholders) would be enrolled in the
system.

2. A 40% yearly card turnover/replacement rate would be experienced.
3. Where applicable, only one card encoder would be required.

4. Two dining facilities located less than three miles apart would be
the only two locations requiring card readers.

4Entry—Control Systems Handbook, (Sand-77-1033), Sandia Laboratories,
Albuquerque, New Mexico, September 1977, Revised September 1978.
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Note that only two cost components (hardware and card stock/preparation
costs) were evaluated in this survey. Other cost elements such as installation,
operating, maintenance, labor, and energy were not considered germaine since
these factors would be evaluated in a field test, should any of the available
systems be selected for further consideration.

The costs of the various systems presented herein should be considered
as budgetary estimates rather than firm fixed prices. These prices were
obtained over the latter months of Fiscal Year 1979 and may not currently
reflect a unique market position for any one item. Funds cited in this
report were checked for reasonableness, but were considered as budgetary
estimates which could be effectively used for comparison purposes. Therefore,
the costs associated with each of the systems is essentially correct relative
to each of the other systems.

It should be noted that some companies failed to respond to our repeated
requests for information (Burroughs) while others provided incomplete information
(Rusco). These companies are nonetheless mentioned in this survey because it
was apparent through user interviews that they are capable of satisfying Navy
requirements. (The detailed description in Appendix B of a Burroughs user's
application shows how this company's hardware could function in an automated
headcount system capacity.) Another company, Entrec Corporation, replied long
after the survey deadline expired, and time constraints did not allow discussion
of their system in this report. However, it was apparent from the company's
literature that they are probably capable of satisfying the Navy's functional
Tequirements; hence, all the literature that Entrec provided the survey team
is included in Appendix C.

DOD A LA CARTE POLICY

A memorandum, dated 12 January 1974, by the Deputy Assistant Secretary
of Defense (Supply Maintenance and Services{ requested all services including
the Navy to test the Basic Allowance for Subsistence (BAS) A La Carte concept
(all enlisted personnel are paid BAS, and dining facilities are operated like
civilian cafeterias where food items are priced individually) at one or more
of its installations. In view of the above directive and subsequent tests,5
the DoD Food Planning Board recommended on' 24 January 1979 that an A La Carte
feeding system for appropriated funded dining facilities be adopted where
feasible.

It should be noted that this recommendation impacts on any future
implementation of an automated headcount system because the cash register
equipment utilized in an a la carte pricing system can be adopted to produce
an automated audit trail of headcounts. Hence, in an a la carte environment,

5P. Brandler, et al., 'An Evaluation of an All Commuted Rations Ashore/
A La Carte System for the Navy', Technical Report, TR-77/011, January, 1977
(AD A043439).
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an automated headcount system would be impractical, as it would be redundant
to capture headcount information at the headcount station and at the end of
the serving line on cash register tape. In fact, at Marine Corps Base, 29
Palms, California, where an a la carte test is currently in progress, the
headcount station at the front of the line was abolished for this very reason.
Headcount data is now captured by a cash register, located at' the end of the
serving line, and is entered through the register's keyboard by a cashier.

Due to the potential keying errors (e.g., entering meal card number
0634 as opposed to meal card number 0635) that might occur in such a system
as 29 Palm's, a more reliable approach to capturing headcount data at the
end of the serving line might be to attach a card reader to the cash register.
The upcoming Navy a la carte test at Little Creek Naval Station, Norfolk,
Virginia will provide an opportunity to test this concept.

Where a la carte is not feasible, however, an automated headcount
system could be located at the beginning of the serving line. In this
situation, then, the systems identified in this report remain viable
candidates.

16




SECTION II

AUDIT REQUIREMENTS AND RESULTS

Since the most important requirement guiding this survey of automated
systems was that involving an audit trail, four recent Navy audit reports
were obtained and reviewed. In each of the four reports obtained, the
following problems were cited:

(1) Meal Signature Records contain illegible signatures, meal pass numbers,
and duty station designations.

(2) Blank passes are not positively secured until used nor are they handled
in a manner which fosters strict accountability.

(3) Meal passes are not serially numbered or issued in numerical sequence.

(4) Persomnel are lending their meal passes to others, or using invalid
meal passes.

Further, an estimate of the potential annual cost incurred as a result of
these problems was provided in one of the aforementioned reports. This report
stated the results of a comparison made between Meal Signature Records and the
meal-pass log for the week ending 30 September 1978. Numerous unmatched names,
signatures, and meal pass numbers were found. Because similar conditions were
noted for this base's tenant commands, the auditors believed that the percentages
encountered were representative of the total unauthorized meals served at this
base during Fiscal Year (FY) 1978. Of the 380,000 actual meals served by the
enlisted dining facility in FY 1978, an estimated 43,000 were unauthorized, as
shown in Table 1. In addition, 6,266 potentially unauthorized night meals
costing $7,200 ($1.15 x 6,266) were also served during FY 1978. Thus, the
audit board estimated that during FY 1978, on the base under review, meals
costing $55,000 could have been served to unauthorized.persons.

It is important to emphasize that audit reports identify potentiall
unauthorized meals. Some illegible signatures -- countered by auditors as
unauthorized meals -- may be, in reality, from authorized customers. In a
similar vein, a meal pass that was not issued in proper numerical sequence
may still have been issued to an authorized patron. To the extent that

these cases occur, audit reports are inflated estimates of unauthorized meals.
On the other hand, audit reports may be an underestimate of fraudulent meals
served because auditors may not detect those unauthorized individuals who
intentionally bypass the headcount station and, more importantly, auditors
would not be able to detect personnel on BAS who use borrowed SIK cards and
sign the headcount sheet with SIK*cardholders' names.

*Subsistence-In-Kind.
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TABLE 1

Projected Annual Cost of Unauthorized Meals

Number of Meals Reviewed ‘ Number of Meals Annuallyb

Meal
(Unit/Cost)a Served Unauthorized Percent Served Unauthorized Cost
Breakfast (55¢) 221 28 12.7% 58,286 7,402 $ 4,071
Lunch ($1.15) 426 44 10.3 116,373 11,986 13,784
Dinner ($1.15) 429 45 10.5 119,115 12,507 , 14,383
Brunch ($1.30)€ 156 17 10.9 50,724 5,529 7,188
Dinner ($1.55)¢ 110 16 14.5 35,884 5,203 8,065

TOTAL 1,342, 150 11.1% 380,382 42,627 $47,491

3nit cost as of 7 October 1977.
bProjected number of meals for the representative base,
“Weekends only.



These considerations lead the authors to conclude that while audit results
provide an indication of the magnitude of monetary losses under the present
system, they lack sufficient precision to serve as exact estimates of tangible
reductions in unauthorized meals under manual or automated headcount alternatives.
An automated system would, however, have some impact on problems identified in
audit reports:

An automated system would produce computer generated audit trails, thus
greatly reducing* if not eliminating illegible signature on meal records. In
addition, it seems fairly clear that the problem of ''lost' blank uncoded meal
cards would be alleviated in automating the headcount system since blank cards
would be rejected by the dining hall card reader. It must be noted, however,
that this probable benefit would depend upon the extent to which access to
meal card encoder(s) is strictly limited to authorized personnel.

From the prior experience with automated systems at Fort Lewis and Fort Lee,
there appears to be some deterrent value associated with an automated headcount
system since customers realize that misuse cannot be covered over by an illegible
signature. The reduction in the extent to which meal cards are loaned to and
used by someone other than the authorized individual seems to be one of the
clearer benefits of an automated system.

Considering prior tests of automated headcount systems and accountability
problems detailed in audit reports, the best conclusion at this point seems to
be that the cost-benefit equation is still unclear. While automated systems
have shown some effect in improving audit trails and ration accountability,
the probable savings have not equaled auditors' estimates of dollar losses
from unauthorized meals. Nor is it entirely clear at this time that the
introduction of automated equipment is a clearly superior alternative to
strict enforcement of existing manual procedures in controlling access to the
enlisted dining facilities. What is clear, however, is that the procurement
and installation of an automated system will offer an opportunity to upgrade
record keeping and headcount station control to the levels which should exist
in the present signature headcount system.

*A back-up manual sign-in system may have to be used if the automated system
is down temporarily. Under this condition illegible signatures could still occur.
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SECTION III
SYSTEMS OVERVIEW

There are two building blocks in the alternative systems to be described
in this report. The first is a machine readable card. The second is the data
collection equipment (i.e., system hardware) utilized in capturing the infor-
mation that is encoded on the cards. System cards can either have the owner's
photograph on them or they can be blank. The choice of having photo cards or
not is entirely up to the user, and for that reason, the system discussions
and corresponding cost estimates in the following sections address both these
options.

- Software is for some applications, a significant third building block.
Only two systems included in this report required a software package. Since
it is a highly variable factor and is not a significant contributor to costs
of access-control systems, software costs are not considered except in the
cases of Validine and IBM.

CARDS

Card Encoding Processes. Four processes used to encode data onto cards
were 1dentified. These are:

1. Magnetic-Stripe: Magnetic-stripe encoding is widely used in commercial
credit card systems, and several vendors manufacture equipment which is
compatible with the American National Standard Institute (ANSI) for this
technique. With the magnetic-stripe-coded badge, a stripe of magnetic
material located along one edge of the badge is encoded with alphanumeric
data. Two types of encoding are specified in the ANSI standard for magnetic-
stripe encoding. One type, the American Bankers Association (ABA) standard
allows up to 40 numeric characters. The other, the International Air Traffic
Assocation (TATA) standard, has up to 90 alphanumeric characters. The use of
alphanumeric TATA coding allows the badge holder's name to be included in
addition to a badge number. One disadvantage of the 90-character data
encoding, however, is that more accurate reader spacing and alignment are
required. These data are then read as the magnetic stripe is moved past a
magnetic read head. Credential forgery is relatively easy since data from
the magnetic stripe can be decoded and duplicate badges encoded by the use
of parts from a common magentic tape recorder. Certain of these types of
cards are-also easily erased by even weak magnetic fields such as might be
encountered in a Navy degaussing station.
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2. Magnetic: This badge contains a sheet of flexible magnetic material
.on which an array of spots has been magnetized. (The number of usable
information bits, or spots, typically ranges from 23 to 36.) The code is
‘determined by the polarity of the magnetized spots. The badge reader
contains either magnetic sensors which are interrogated electrically or
magnetic read switches which are mechanically actuated when a magnetic spot
with the proper polarity is located adjacent to the read.. The magentic spots
can be accidently erased if the badge is placed in a sufficiently strong
magnetic field. However, field experience has shown that this is not a
significant problem. Since it is possible to build equipment to recode or
duplicate the pattern of magnetic spots, fabrication of a false credential
is possible. It is more difficult, however, to falsify this type of
credential than to fabricate a magnetic-stripe-coded badge.

3. Optical: The optical coded badge contains a geometric array of spots
printed on an insert laminated into the badge. Photo detectors in the badge
reader detect the relative optical transmission of the spots and hence the
code. To make this coded badge more tamper resistant, the pattern of spots
can be concealed by making the badge opaque to visible light but transparent
to infrared light. The spots are printed with ink which is opaque to infrared
light. This technique offers good tamper protection, and badges are reasonably
difficult to counterfeit.

4, Passive-Electronic: A passive-electronic coded badge is a badge onto
which electrically tuned circuits are laminated. In order for the code to be
read, a swept-frequency, radio frequency (RF) field is generated and then the
frequencies at which significant energy is absorbed are deflected. These
frequencies correspond to the resonant frequencies of the tumed circuits and
are decoded to give a unique badge number or code. An advantage of this
technique is that the badge does not need to be inserted intoc a reader mechanism -
but can simply be placed near the antenna which serves as the read station.

The disadvantages are (1) badges can be decoded with common RF test instruments,
allowing counterfeit badges to be fabricated, and (2) the number of unique code
combinations is limited to a few thousand.

Resistance to Decoding and Counterfeiting. Any type of coded badge can be
decoded and duplicated if sufficient time, money, and talent are devoted to the
attempt. The following list ranks the coding techniques described previously
from the easiest to the most difficult to duplicate:

1. Magnetic-stripe code

2. Magnetic code

3. Optical code

4, Passive-electronic code

22



A 1973 Business Week article described just how easy it is to duplicate a

magnetic stripe code:® ' ... use heat from a household iron to duplicate the
magnetic pattern of the ''good' card on an ordinary, blank piece of cassette
tape ... after five minutes of work, a second tape that can be pasted on to

another card is created ... there are still other methods ... (in fact) Cal.
Tech students came up with 22 different ways ...."

In general, it is not necessary to decode a badge to duplicate it. However,
the degree of difficulty in decoding the badges listed does parallel the degree
of difficulty in duplicating them. Sometimes the code data are crytographically
encoded or contain other internal checks. When these internal checks are used
in the encoding process, counterfeiting a new badge then requires both decoding
and understanding the check algorithm; which makes counterfeiting much more
difficult.

Resistance to decoding and counterfeiting is not as important if the badge
is used in conjunction with a separate personnel identification system. In
this type of system, the badge number simply indexes a file, called the
reference file, where personnel identifier data are stored. Access is allowed
only if the personnel identifier algorithm is satisfied. In this case, counter-
feiting a badge will not, in itself, guarantee access.

Card and Card Program Costs. In general, the more resistant a particular
encoding process is to duplication, the more expensive a card that utilizes
that process will be. The prices quoted for magnetic-striped cards ranged
from 50.30 to $1.17 a card, magnetic card costs were quoted as being between
$1.02 and $1.95 a card, and the prices quoted for an optical or passive-
electronic coded card were $2.00 or $3.25 a card, respectively. It must be
noted that these prices are for cards that do not accommodate photographs.
On average, vendors charge an additional $0.45 per card for a photo card.
(Basically, a photo card is nothing more than a 'regular" card with an
attached plastic laminate flap or photograph embedded in the card itself),.

It is important to note that the quoted prices mentioned above are not
directly comparable because some vendors include the cost of card encoding
in their prices and others do not. In particular, two of the vendors whose
systems utilize magnetic-striped cards do not pre-encode their cards; instead,
they sell blank cards and a system encoder to their users and require them
to encode their own cards. Therefore, where applicable, the cost of a card
encoder must be included in that system's total cost. Further, if a photo
card program is desired, then not only should card encoders be included in
the total system cost, but cameras, laminators, die cutters, and film should
be included as well.

6”Beating the New Credit Cards', Business Week, August 11, 1973.
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Appendix D contains a detailed breakdown of the specific costs associated
with each system's blank and photo card program. Card costs are based on
2,000 authorized patrons (i.e., cardholders) and a 40% card turnover/replacement
rate for those 2,000 patrons. The number of cards required would thus be 2,800
during the first year of operation and 800 per year thereafter. A 40% turnover
rate seems reasonable in view of the results of the Fort Lee headcount test.

Card-Size. Several card sizes are in common use; selection of a particular
size 1s usually a compromise between a smaller, easily handled card and a larger
card with more room for a photograph, color-code indicators, and necessary
printed information, Most commercially available coded-credential systems
utilize the standard credit card size, 54 by 86 mm (2-1/8 by 3-3/8 inches).
This size, however, is too small or, at best, marginally acceptable for a
picture badge. A slightly larger common card size is 60 by 83 mm (2-3/8 by
3/% 1inches). Although the latter badge is not much larger than the standard
credit card, its slightly smaller aspect ratio provides significantly more
usable badge area when the badge is laid out with the longer dimension
oriented vertically.

DEFINITIONS
To facilitate the discussion of the alternative systems described in this

report, the following definitions of specific system features and of general
security-access terms are provided: ’

Access Control - Any system or method which automatically controls
the passage of people into or out of an area or
structure.

Access Levels - In a facility containing several material-access

or vital areas, personnel can be authorized to
enter one or more of the areas; thus, multilevel
access may be required. The control processor
maintains a record of the access authorization
for each individual badge and checks it each
time an access request occurs. Because this
authorization checking is automated, a detailed
set of access levels can be readily implemented.

Anti-passback - The control processor can check the occupant list
and indicate when a badge is being used for two
successive entries or exits, Thus, for example,
an employee cannot use his badge to gain entry
through a portal then pass it back (for instance,
over a fence or out of a window) to another
person to use.
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Card Reader -

Central Controller -

Facility Code -

Instant-Access Change -

Interface -

Modem -

A device for reading information represented by
punched holes, magnetic spots, magnetic stripe

or other encoding methods and converting it into
another form for processing by a central controller.

A microprocessor designed to simultaneously monitor
and control the activities of all other units in
the system, It collects data, analyzes or inteprets
events based on stored instructions retrieved from
memory, and initiates the appropriate operations
required such as opening a door, or sounding an
alarm and recording all transactions in real time

as they occur.

A code, unique to each user, which assures that
only those cards belonging to a particular system
will activate the system's readers.

Several entry-control points can be controlled from
one centrally located control processor. As a
result, when access authorizations are added or
deleted at the control processor, this revised
information can be immediately utilized at all
entry-control points throughout the facility,

Also, when a coded credential is lost or stolen

or when an individual's access authority has

ended, it is not necessary to recover the badge in
order to make it void.

The channels or parallel paths and associated
control circuitry which provide the connection
between a central processor and its peripheral
units, It is the connection that allows two
separate items to be tied together.

An acronym for modulator/demodulator, it permits
data to be transmitted over long distances. A device
which is used to convert digital input signals from

‘a central controller Reader Terminal to frequency

shift keying (tonal) form for telephone trans-
missions, and to reconvert signals from telephone
circuits back to digital form.
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Multiplexer - A device which substantially reduces the amount
of hard wiring required to link a number of on-
line curd veaders to the central contreller.

It also expands the allowable distance between
remote data collection terminals (i.e., card
readers) and the central controller.

Multiplexing - _ The transmission of messages from multiple
sources at high speed and in digital form over
the same communication channel.

Status Levels - A code to indicate whether a card is "'in"' or
"out'" of the area wherein the reader is
located.

Time Zones - Time zone control restricts access to

specified times of the day or night.
SYSTEM CAPABILITIES

In specific details, each manufacturer offers a unique system. In
evaluating the alternative systems, however, a pattern of common capabilities
emerged. Characteristics that are shared by all of the identified systems
are:

1. Capability to read and record by automated devices unique authorization
code numbers encoded on pass (meal) cards.

2. Provides the user with capability to deny access to an individual or
group of individuals by telling the central console which existing
card codes are no longer valid thus making it unnecessary to collect
old cards.

3. Provision for several levels of access authorization, such as access
only at certain times during the day (time zones), or only at selected
entry-control points (access levels).

4. Provision of built-in standby power in the event of a power failure,

5. Provision for an automatic capability to identify patrons attempting
to use a card given them by someone ahead of them in line (anti-passback).

6. Provision of indicator lights on the Card Reader to inform the Head-
count Station Monitor whether or not a patron is clear to eat.

7. Accommodation of 1500 or more cards.

8. Accommodation for at least eight reader stations.
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9. Maximum response times (time/required to read a card entered into
the reader) of six seconds or less, and

10. Capability to operate at temperatures normally encountered in
enlisted dining facilities (50C°F or above).

Furthermore, all but one system identified can generate computer
compatible output directly and/or interface directly into a mainframe computer.
It must be mentioned, however, that even though one of the identified systems
does not have this capability, the manufacturer does market a larger version
which includes this characteristic.

Another characteristic shared by many of the alternative systems is that,
up to the specific distance limit (i.e., the maximum distance that a card
reader can be located from the central console without line compensation)
established by each manufacturer, the user has a choice of either hardwiring
or using telephone lines. The advantage of using phone lines is that it is
less costly to connect a system via phone lines than it is to hardwire.
However, the tradeoff is that data transmission over telephone lines is
less reliable and slower than over hardwires. Fort Lee's experience with
voice grade telephone lines, as discussed previously, substantiates the
fact that data transmission over phone lines is indeed slow and unreliable.
It appears, therefore, that for an access-control type of application,
telephone wiring would be better suited for off-line validation of trans-
actions since speed and reliability of data transmission would not be an issue
in an off-line validation mode.

PRINCIPLES OF OPERATION

Coded badge numbers are enrolled in the memory of the control processor.
Badge numbers are programmed into memory with their operating parameters
(i.e., authorized time zones and access levels) by means of a keyboard
located either on the central console or on a separate data entry device.

All parameters are displayed for verification before being stored in memory.
The display indicates whether parameters being programmed have been stored in
memory or rejected as unacceptable.

Badges may be group-loaded into memory when access levels and time zones
are the same. Groups of cards with the same access parameters can be voided
out of the system just as quickly. To program or invalidate a larger number
of cards, the console operator simply types in the first and last serial numbers
on the block -- a "from-to'" instruction and presses appropriate keyboard controls
for access status or cancellation.

There is a problem associated with the cancellation of lost or stolen cards
in many central controllers, however. When cards are group-loaded, information
is programmed into the controller memory for departments of any group in which
personnel have similar access characteristics. The cards are numbered
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sequentially, in numerical order. If a block programmed card is subsequentially
lost or stolen, the serial number on the card that replaces it will not be in
the same numerical order. For example, if cards numbered 1 through 100, all
with the same access parameters are programmed into a system at one time and
card number 43 is lost, it might be replaced by card number 208. Consequently,
whenever a program change for the entire group of cards is desired, card number
208 and other cards replaced since the card group was first programmed, are

out of numerical order, and must be reprogrammed separately, one at a time.

The provision of multiple issue levels for each card number eliminates this
problem. Only one of the identified central controllers has this provision.

Once a card has been encoded and enrolled in a system's controller unit,
the card is ready for use. Then, when the card is inserted in a card reader
at an accesspoint, the coded information is transmitted back to the central
controller. The card data are received by the central controller, checked
for transmission errors, and the access decision process begins. First, the
controller begins scanning its memory in an attempt to find the cardholder's
ID number. If the number is located, indicating that the card is valid, its
assigned "access level' is then examined. If the cardholder's status level
specifies access at the reader location at the current time of day and day
of the week, the controller issues a ''go command'' to the reader (otherwise
a '"no go" command is issued). At the same time, a transaction record is
formatted and transmitted to a printing device.

MAINTENANCE

Coded-credential systems are generally complex electronic systems, and,
as such, require competent electronic technicians to perform maintenance.
At the time of purchase therefore, a maintenance contract should be placed
with either the manufacturer or an established contractor authorized by the
manufacturer. The maintenance contract should include operational spares
so that system downtime can be minimized,

28



SECTION IV
CARDKEY

Source: Cardkey Systems
Division of VSI Inc.
20339 Nordhoff Street
Chatsworth, CA 91311

SYSTEM OVERVIEW

The Interrogator 790 Model is a microprocessor controlled system that is
capable of controlling up to 16 Reader/Terminals and 2,500 patron accounts.
The basic Interrogator 790 system includes 32 Access Levels, a hard copy
printer installed in the Central Controller, an internal Audible Alarm, 8
Time Zones, and the ability to interface with a main frame computer via
either an electronic interface panel or a magnetic tape interface. Reader/
Terminals may be connected to the Central Controller directly up to a distance
of 1.5 miles without line compensation. Modems, operating at a speed of
1200BAUD, may be connected to provide unlimited operating distances over
telephone circuits. The Cardkey reader is the only one on the market that
has its electronics separated from the reader head. This feature prohibits
tampering with the reader’'s electronics and minimizes malicious damage to
the system.

All programming is performed by means of a single keyboard on the front
panel of the Central Controller. A special key-operated switch on the panel
restricts programming operations to authorized personnel only. A built-in
card reader is available for reading ''Securiti-Cards" (trade name) and further
restricting the programming of the system to authorized personnel. Both the
key-operated switch and an authorized card would then be required before
programming operations could be initiated. Therefore, unauthorized personnel
could not change the functional parameters programmed into the Controller.

Programmed data controls a person's access authorization -- when and
where he can enter or exit -- according to time period, access authorization,
or in/out status. If an authorized person attempts to use a card at the
wrong door -- or the right door at the wrong time -- his or her presence and
location would be immediately detected at the central console, and the
attempted intrusion would be simultaneously documented on the system's hard
copy printer. The format of this documented record is similar to the format
shown in Figure 1. Valid entries are shown in black indicating card number,
time, and terminal number. Invalid entries are given in red and show, in
addition to the same transaction data as valid entries, a code that signifies
why access was not granted.
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TIME

MEAL CARD

NUMBER
READER
LOCATION
11:22! 0012.@>
11:22 05 0456.0
11:21 01 0123.0
11:20 01 0123.0
11:20 01 0123.0
REJECTION
CODE
FIGURE 1. Sample Audit Trail
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Vendor supplied specifications are given in Appendix E and a photograph
of the 790 Console is shown in Figure 2.

PRINCIPLES OF OPERATION

When a badge is inserted into a reader, its invisible code triggers the
card reading device. The card reader can make individual access decisions
based on the code or can signal the microprocessor based central controller
to check the corresponding access information that has been programmed into
its memory. If access is not granted for any reason, a blinking red light
flashes on the card reader. A blinking green light signals that access
should be granted. Continuous electronic communication between readers
and the central terminal will indicate malfunctions by audio and visual
means when the terminal does not respond.

SYSTEM COSTS
The purchase price of this system is as follows:

Hardware - Cost Cards Cost

System 790 Control Unit With

Printer and Data Entry Device $ 7,755 2,800 Non Photo § 2,856
. 2,800 Photo $ 3,836
2 Card Readers $ 1,950
Interfaces $ 3,920
Total Hardware ' $13,625

Thus, the first year cost of a Cardkey 790 system with a non-photo
program would be $16,481: $13,625 for the system hardware and interfaces
and $2,856 for the 2800 meal cards that would be required under the specific
card-related assumptions of this survey. The first year cost for the Cardkey
system with a photo meal card program would be $17,161: $13,625 for the hard-
ware and $3,836 for 2800 photo cards. The only additional costs that would be
incurred in the second and subsequent years with the Cardkey system would be
the cost for 800 newly issued cards a year, $816 for non-photo cards and $1,106
for photo cards.

USER INTERVIEW

A Cardkey 790 system used solely for access control was seen in a New York
engineering firm. The central polling unit was kept in a locked closet and
a continuous tape was kept of all persons entering and leaving the controlled
access points. The Director of Security at this firm reported that the system
functioned according to specifications and that after some initial installation
problems were remedied, the system was also completely reliable. It seems that
even though the locked closet's internal temperature was in the specified
interval, the central polling device repeatedly overheated. Cardkey
recommended that a duct be built in the closet and after this was accomplished,
no further problems were encountered.
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Time Zone  Sys Status Sys Fault  Batt Test
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FIGURE 2. Cardkey 790 Console
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EVALUATION FOR MILITARY APPLICATION

On those military installations that have a limited number of dining
facilities as well as customer populations in the range of 2000 to 2500
personnel, the Cardkey 790 system offers several potential benefits. The
Cardkey system is unique in that provisions are included to allow reissuing
the same card number to replace lost or stolen cards by changing the card
issue level. Only the card with the latest issue level will operate the
system, and since the serial number is unchanged, recordkeeping in not
affected. In other systems, once a card is lost or stolen, a new card with
a new serial number must be issued.

Cardkey's magnetically encoded ''Securiti-Card" is less easily .erased or
duplicated than other system's cards that are simply encoded with a magnetic-
stripe. This feature is due to the fact that the '"Securiti-Card'" contains
an embedded layer of berrium ferrite upon which the encoded information is
stored. In addition to making the card less easily erased, the embedded
ferrite material porbably makes the card more durable than the usually
thinner magnetic-striped cards.

Although not a unique feature of the Cardkey system, the fact that its
card readers are designed to actuate turnstiles and locks makes it possible
for management to place these readers in areas where access control might be
important in the food service operation. Rather than padlock refrigerator
doors to keep unauthorized personnel from pilfering food after hours, management
might, for example, place a Cardkey reader on doors into refrigerated or dry
storage areas. Looking beyond a foodservice application, readers could also
be placed at other areas on the installation where security access is an
important concern such as the Post Exchange (PX).

Based on NLAB'S observations of the 790 in a user environment, it appears
that the readers and interrogator (i.e., central polling device) constitute a
relatively '"sailor-proof' system. Furthemmore, given the fact that the card
reader can be separated from the terminal interface unit, the opportunity for
intentional tampering with the reader's electronics is minimized.

On the negative side of the ledger, the Cardkey system is an expensive
configuration to simply replace the existing headcount sheet approach to
accountability. Another limitation of the Cardkey system is that being
designed for a specific purpose, there is a very severe limit placed on the
system's capability to meet the broad range of functions required for ration
accountability. For example, the Cardkey system as described in this report
could not be programmed to provide a signal if a meal card appeared at a
midrats meal if it also appeared at the breakfast, dinner, and supper meals
during that day.
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And finally, the interrogator 790 model and associated card reader does
not have the capability to provide a total headcount by meal period. Some
kind of counter could undoubtedly be added to the card reader. This feature,
however, is not part of the manufacturer's off-the-shelf system.
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SECTION V

IDENTIMAT

Source: Stellar Systems, Inc.
231 Charcot Avenue
San Jose, CA 95131

INTRODUCTION

Identimat, using biometric data, electronically records an individual's
hand geometry on to magentic stripped cards. Hand geometry, which is a
measurement of relative finger_length, has been found to be a "unique"
characteristic of individuals.’ In 1969, Stanford Research Insitute
performed computerized statistical analysis of finger-length data (excluding
the thumb) and concluded that hand geometry is a distinct human characteristic
that can be related to individuals.

SYSTEM OVERVIEW

The Identimat system can be configured in either one of two ways. A
separate printer may be used with each hand reader or, several readers may
be connected to a Central Station (multiplexer) permitting the use of only
one printer for the entire system. That is, the system can be operated in
either a stand-alone or an on-line mode. In its stand-alone configuration,
the Identimat system can support 10,000 patron accounts and an unlimited
number of reader terminals. In its on-line mode, the system can carry 10,000
accounts and 63 reader stations which can either be hardwired to the central
station via a three-twisted-pair cable or linked via dedicated telephone lines.

Due to the nature of Identimat's unique approach to patron identification,
system cards are encoded on site. The Identimat Encoder plugs into any hand
reader in the system. In addition to encoding hand geometry onto the cards,
the Encoder can also encode the card with area access and account number
information. The Encoder for each system is unique (i.e., a card made on
one customer's system cannot be used in another system). The typical time
to encode a card is less than 30 seconds., However, for individuals with
arthritic problems, or for persons who fail to firmly place their fingers
in the reading slots, encoding time can be longer than 30 seconds.

Reader terminals measure 19" high by 13" wide by 19" deep with a weight
of 32 pounds. They are small enough to sit on a desk or small table, but
should be positioned so that users may comfortably position their hands.

"Personnel Identification by Hand Geometry Parameters, Stanford Research
Institute Report, July 15, 1969.
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Manufacturer supplied specifications on the hand readers used in either
the stand alone or on-line mode, encoder, and central station are included
in Appendix F.

PRINCIPLES OF OPERATION

To encode an individual, a blank magnetic-stripe card is inserted into
the Encoder's card slot and the individual places his/her hand on the card
reader. The encoder automatically computes the measurements M; through Mg
shown in Figure 3 and encodes those readings on the card along with any area
access and/or employee number data manually entered into the encoder. The
measurements are made by photodetector devices located beneath a top-lighted
plate on which the hand is positioned. As can be seen in Figure 4, the hand
is positioned on the plate by means of a peg which projects between the middle
and ring fingers. The hand-positioning is not critical; however, the fingers
must be placed firmly in each slot to block the light entering the photodetector
that scans each slot. A capacitive-switch must sense the presence of a hand to
initialize a scan.

After an individual has been encoded and wants to gain access to a controlled
area, he inserts his identity card into the reader terminal, places one hand
on the top plate and presses down gently. Verification is accomplished when
the individual's hand geometry characteristics are measured and compared
against the data previously encoded on the user's card. (Read and response
times are typically one second). Terminals respond after verification with
either an ACCESS or NO ACCESS message. An ACCESS signal indicates verification
of the user's identity and authorization for that area. A NO ACCESS signal
indicates wrong hand geometry, wrong area and/or wrong system.

At the same time that the reader signals its message, a printed record is
made of the verification attempt. The printer gives the date, time, card
number, reader location, and the reason for a rejection if it occurs. All
rejects are printed in red. To negate the task of physically counting the
number of entries on the printer tape, the use of a mechanical counter at
each reader station is recommended.

If the stand-alone version of the Identimat system is used, then the
printed record is formed on a printer located next to the reader station thus
providing a separate audit trail for each reader station location. When the
on-line system is employed, the printed record is provided by the Central
Console which can be located anywhere. In the on-line mode, dining facilities
would not be able to receive their own audit trails as the system is only
capable of printing the transactions as they occur (i.e., sequentially),.

Another difference between the stand-alone and on-line modes of operation
is that the on-line capability allows you to list and delist patron numbers
in memory. That is, the Central Console functions partially as a data entry
device, and cards can be invalidated without the necessity of recalling them.
With a stand-alone system, cards could not be invalidated unless they were
physically removed from their owner's possession. Both versions of the
Identimat system can be expanded to interface with a mainframe computer.
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READER STATION

ENCODER

FIGURE 4. Identimat Reader Station and Encoder
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SYSTEM COSTS

Hardware and card costs are presented on the following page for both the
stand-alone and on-1line systems. For each system, the cost for the basic
equipment represents a fixed charge and the cost for the station equipment
represents a variable charge (i.e., station costs are provided on a per-
station basis). This method of presentation was selected so that the reader
could compute for himself, using his own size inputs, the total system cost
for each alternative configuration.

Thus, the purchase price of a stand-alone system with 2 Reader Stations,
2000 current patrons, and 800 patron turnover and replacement accounts 1is
$17,605--$4,275 for the basic equipment, $12,490 for the 2 Reader Stations,
and $840 for the magnetic-stripped cards. An on-line system of the same
size would cost $22,700: $12,910 for the basic equipment, $8,950 for the 2
Reader Stations, and $840 for the magnetic-stripped cards. For either
configuration, the only charge that would be incurred in the second and
subsequent years would be $240 for the 800 new cards that would be issued
each year.

USER INTERVIEW

An interview was held with the Manager of Food Service at the University
of Tennessee where an Identimat system was installed six years ago. The
University chose Identimat because prior experience with picture I.D. cards
proved them to be an inadequate control. Student appearances (beard on
picture shaved off later, etc.) changed often enough to render pictures
deceiving. Problems such as loaning meal cards to a friend for his/her
unauthorized use have been dramatically reduced in the transition from
"Picture I.D.'" to the Identimat system.

EVALUATION FOR MILITARY APPLICATION

The uniquely attractive feature of the Identimat system is that verification
of the cardholder's identity is performed by the headcount equipment rather
than by visual comparison of pictures and faces. Thus, with an Identimat
system, a photo card program would not be needed to determine card transfers
or '"loans' among patrons, as an encoded Identimat card could not be transferred
without detection due to the encoding of the cardholder's handprint on the
card.

To prevent counterfeiting of the system's card, half of the bits on the
card's magnetic stripe are invalid - randomly thrown in by a ''garbage hit
generator'. Copying an Identimat card is thus made ineffective in two ways:
it would be difficult if not impossible to tell which field to use and, if
somehow one could, the hand geometry would not match anyhow. However, even
though an Identimat card would be difficult to duplicate, it is still highly
susceptible to erasure.
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STAND-ALONE SYSTEM HARDWARE

Basic Equipment Cost
1 - Encoder $ 4,250
1 - Degausser 25
Cost for Basic Equipment $ 4,275
Station Equipment (1 Station) Cost
1 - Hand Reader $ 3,775
1 - Printer 385
1 - Printer 1,785
1 - Mechanical Counter 300
Cost per Station $ 6,245

USING CENTRAL STATION

Basic Equipment Cost
1 - Encoder $ 4,250
1 - Degausser 25
1 - Central Station w/capacity for
2000 accounts® 6,850

1 - Printer Option 1,785

Cost for Basic Equipment $12,910
Station Equipment (1 Station) Cost
1 - Hand Reader $ 3,775
1 - Transmit Board 400
1 - Mechanical Counter 300

Cost per Station $ 4,475

CARDS - BOTH SYSTEMS

2800 - Magnetic Stripped Cards ($0.30/card) $ 840

*The basic Central Station includes a capacity for 1,000 valid
identification numbers. The valid memory list may be expanded up to a
total of 10,000 at a cost of $430 for the second thousand and $215 for each
additional thousand.
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Another potential disadvantage of the Identimat system is that initially,
dining facility patrons might possibly view the system as a "fingerprinting"
operation and develop a high degree of resentment towards it. However, if
the University of Tennessee's experience is any indication of how military
patrons will react to the Identimat system, then the period of customer
resistance and resentment will be relatively short. What the University
did in response to initial customer complaints was to educate them about the
Identimat system and prove to them that it was not a "fingerprinting' operation.
Their educational campaign was quite successful and, therefore, it is recommended
that a similar campaign should be conducted on any base where an Identimat system
is to be installed.
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SECTION VI

VALI-DINE

Source: R. D. Products, Inc.
6132 Route 96

P. 0. Box E

Victor, NY 14564

INTRODUCTION

R. D. Products markets an electronic meal card control system, trade-
marked VALI-DINE, that was originally designed specifically for use in college
foodservice. First introduced in 1974, the VALI-DINE System has now been
adopted by over 200 colleges and universities across the country. Several
variations of the VALI-DINE System are commercially available, but only one
of these, the Series/4, is capable of producing hard copy participation data.
Figure S contains a sample equipment configuration for the Series/4. Specifi-
cations provided by the manufacturer on the Series/4 are contained in Appendix G.

For the reader's general information, two Vali-Dine system descriptions
are contained in Appendix H. The first describes how a New York State college
gained computerized control over its a la carte operation with Vali-Dine and
the second discusses how effective Vali-Dine has been in computerizing the
library checking-out function at Penn State College.

SYSTEM OVERVIEW

The Series/4 Computer is a 64K microprocessor based mini-computer. In
its normal configuration, the Central Processing Unit (CPU) will support an
unlimited number of patron accounts, 24 Card Readers, two Interactive Terminals,
one Data Storage Terminal, one Dine Printer, and one port to link to another
computer.

Card Readers are designed to operate in an on-line, and if necessary in
an off-line mode. In the off-line mode, however, the Card Readers can not
validate transactions; they are only capable of recording the fact that a
transaction occurred via mechanical counters. Readers can either be hardwired
to the CPU via a 3002 dedicated data line, or linked via a dedicated phone line.

The data storage terminal is linked directly to the CPU. The function of
this terminal is to dump on tape daily all memory stored in the CPU. In case
of a CPU malfunction or scramble, as can occur during a severe lightening storm,
if lightening hits close by, then a simple load of the previous tape brings all
~files back to their original condition. The dump is accomplished daily via a
time schedule; all that is required of the operator is to put in the tape at
the end of the day and take it out the next morning. It takes approximately
20 minutes to totally restore the memory.
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HIGH SPEED LINE PRINTER

FIGURE 5. Vali-Dine Series/4 Equipment Configuration
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The Cathode Ray Interactive Terminal (CRTIT) is used to check patron
files, make changes in the files or, in general, instruct the computer to
set up time schedules, produce reports, etc. In other words the unit gains
access to the memory of the CPU and gives one the opportunity to manipulate
the memory in any way required. All this can be accomplished rapidly since
this unit operates at 9600 baud.

The line printer operates at 300 lines per minute and is contained in a
soundproof enclosure. Reports that are on a daily time schedule are linked to
the printer in order to produce a hard copy of daily transactions. To maximize
the efficiency of the printer, a specialized serial transmission technique is
used which operates at 56K bits per second. This enables the CPU to continue
on-line terminal transactions while the printer is in operation. This is to
say, while the printer is producing a report, all the readers remain on-line
and operate normally.

A major software system controls the operations of the Series/4 computer.
It consists of a real time operating system which coordinates the actions of a
command line interpreter, a transaction processor, an Input/Output processor
and a time activated command (time schedule). A special purpose language has
been designed for the Series/4 System. It allows the operators of the system
to maintain the data base through the use of words and phrases that are common
to the areas of university food service. The language also serves a management
information system which will produce summary information about the data base
and student activity on a per meal and daily re-cap basis.

The Vali-Dine meal card contains a strip of imbedded magentic tape. The
tape is imbedded under several layers of plastic and thus is less susceptible
to erasure than other magnetic stripe cards. Vali-Dine's photo meal card
program does not permit the user to prepare the actual meal card. The user
photographs and gathers information on each patron but then must forward the
pictures and data to R. D. Headquarters for the final stages of card preparation.
Estimates obtained from users in industry indicate that R. D. Products returns
the finished cards within two weeks of receipt.

PRINCIPLES OF OPERATION

When a meal card is inserted into a card reader, the system reads the
patron's meal plan type and account status to determine if he/she is clear
to eat, then informs the headcount monitor via indicator lights on the card
‘reader. The responses of the card reader are:

o PASS

o MEAL EATEN

o MAX. MEALS EATEN

o INVALID

o MESSAGE
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The MESSAGE light indicates that someone is trying to locate this patron and
that he/she should contact the proper authority for further information. All

the other responses are self-explanatory.

As presently programmed, the Series/4 generates only two types of management
reports. Samples of these reports are contained in Figures ¢ and 7. The
Individual Status Report shown in Figure 6 portrays the current status (i.e.,
as of 3:37 PM on February 27, 1979) of patron account number 10004. This patron
is on meal plan #1 which means (in this example) that this person is authorized
to eat at all meals, on all days, as many times as desired until such time as
his 25,600 points are used up (with the Vali-Dine System you have the option
of simulating a cash program by defining the point value as $0.01 per point
and charging customers a flat rate per meal).

It can also be seen from this report that this patron has 192.34 points
remaining of the original 25,600 and that this account is still valid. The
term "Activity" in this report refers to functions other than foodservice that
the student might be allowed to participate in. For example, ACTIVITY #2 could
signify library rights and a ''yes" after this activity signifies that this
student's account at the library is up to date and he/she is allowed to enter
the library. A 'no" after this activity would signify that the student's
account is delinquent and he/she would not be granted access to the library.

The Recapitulation Report formatted in Figure 7 gives, by reader
location (LOC), and type of meal plan, (i.e., meal plan 2: any 10 meals)
the total number of meals eaten, total number of points used, and the average
value of meals sold (in points). It should be noted that if a simulated cash
program is not desired, then the total number of points used and the average
check value columns in this report would not be included.

SYSTEM COSTS

Under the constraints defined in this survey, the Vali-Dine system is
available on a lease-only basis. As the pricing schedules in Tables 2 through
4 indicate, Vali-Dine equipment is reduced to 35% of the first year rental
prices in effect at the time of renewal for the third and subsequent years.
The second year equipment use charge is 35% of the first year charge.

Table 2 contains the 1979 pricing schedule for the Series/4 hardware
which includes a central processing unit, two card readers, an interactive
terminal, and a printer. Total first year charges for this equipment would
be $18,860. The estimated second year charge for this same equipment configura-
tion would be $6,601.

The pricing schedule for Vali-Dine's meal card program is presented in
Table 3. Depending on whether or not a photo meal card program is desired,
not all of the supplies listed would be applicable. Specifically the
Permanent I-D Camera and photo meal cards would not be required in a non-photo
meal card program but the transparencies (containing the desired 1ogo6), non-
photo cards, permanent information cards (for office record keeping purposes),
an artwork and engraving plate, and an econder/verifier would be required.
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TUE Q32237 PM - Q2/27/79

ACCOUNT NUMBER: 10004 LOST CARD CODE~* n

kxx MEAL STATUS =*x%xx

BOARD PLANIPOINT MEAL PLAN 1-25600 PCINTS»B-BR-L-DsEVERY DAY+yCONSTANT FAS
ACCOUNT STATUS: VALIDsCLEAR, 192.34 POINTS REMAINING

*xx ACTIVITY STATUS xx=x

( 1) .MESSAGE PONO ( 2)LACTIVITY 2 T YES
( 3).ACTIVITY 3 7 NO ( 4) ACTIVITY 4 ¢« NO
( 5)LACTIVITY S ¢ NO ( 6).ACTIVITY 6 ¢ NO
€ 7). ACTIVITY 7 L - NO ( 8)ACTIVITY 8 - NG

FIGURE 6. Vali-Dine Individual Account Status Report

PAGE 1 TUE 03:17 PM - 02/27/79
BOARD PLAN PARTICIPATION RECAP 1
BOARD PLANS

T* * W * *

* MEAL PLAR 1: ANY 15 x MEAL PLAN 2: ANY 10 =« MEAL PLAN 3: ANY 5 x

LoC |[MEALS POINTS AVE CK |MEALS POINTS AVE CK [MEALS POINTS AVE CK
1 0 .08 .00 0 .00 .00 0 Q0 - 00

2 O - 00 .00 0 .00 .00 g .00 .00

3 0 «00 .00 Q .00 .00 Q -Q0 «00

4 0 .00 .00 0 .00 .00 0 .00 . Q0

5 ¢] <00 .00 c .00 .Q0 0 .00 .00

6 a .00 Q0 Q .00 .30 0 .00 .00

7 0 .00 «G0 Q .00 .00 0 «00 « 30

8 g .00 .00 0 .00 .00 Q .00 .00

9 0 .00 .00 ¢ .00 .00 0 .00 Y

10 0 .00 .00 0 .00 .00 0 « Q0 .00
11 0 .00 .00 0 .00 .00 Q .00 00
TL 0 .00 .00 U - Q0 .00 6] -Q0 «0Q

FIGURE 7. Vali-Dine Recapitulation Report
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TABLE 2

Vali-Dine System Hardware Proposal Pricing Schedule -
January 1, 1979

Description -Quantity Unit Price Total
R. D. Series/4 CPU 1 $ 12,400.00 $ 12,400.00
(est.) :
Series/4 Card Reader 2 $ 1,100.00 ea. $ 2,200.00

(1:8 backup ratio)
(quantity 1-3)

Series/4 CRTIT 1 $ 1,675.00 ea. $ 1,675.00
Series/4 Line Printer 1 $ 2,585.00 ea. $ 2,585.00

(LP-300) with sound
proof enclosure

TOTAL FIRST YEAR SERIES/4 SYSTEM HARDWARE USE CHARGE...(est.)$ 18,860.00

Estimated Second Year Series/4 Equipment Use Charge
is 35% of. first year use Charge......c.ovveeiernnernnnnnesnns $ 6,601.00
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TABLE 3

Vali-Dine Meal Card Program

Estimated Unit
Quantity Supplies Price
1 Permanent I-D Camera (includes § 450.00

any additional cameras required
for mass photographing)

2800 Transparencies $ .10 ea.
2800 Non-Photo Cards | $ .75 ea.
2800 Vali-Dine Phoéo Meal Cards $ 1.50 ea.
2800 Permanent Information Cards $ .02 ea.
1 R. D. Encoder/Verifier $1,875.00
1 Artwork & Engraving Plate $ 150.00

Total

$ 450.00

$ 280.00
$2,100.00
$4,200.00
$ 56.00
$1,875.00

$ 150.00

Note 1: Vali-Dine equipment is reduced to 35% of the first year rental
prices in effect at time of renewal for the third and subsequent

years.

Note 2: Proper Data Line Installation is the responsibility of the

customer.
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TABLE 4

Vali-Dine Series/4 System Summary Cost Proposal

1979
Vali-Dine Series/4 Equipment Configuration Rental............ $ 18,860.00
NON-Photo Card PrOgTraM.....veeeeeernnnreseennesnneoeseeennns $ 4,461.00
PhOtO Card PrOgralll. .. .eeueeseeuureseenneeenneeronenoensononas $ 7,011.00
TOTAL FIRST YEAR ESTIMATED COST WITH NON-PHOTO CARDS...... $ 23,321.00
TOTAL FIRST YEAR ESTIMATED COST WITH PHOTO CARDS.......... $ 25,871.00

Estimated Subsequent Year Cost - ‘ 1980
Val-Dine Series/4 Equipment Rental..............ccvvnvuennns. $ 6,601.00
Non-Photo Card Program........coviveerneennnneenonnnoneonnas $ 1,352.00
Photo Card PrOgraM. . ... esveeneneenoeeseonoonsessnnssnesanss $ 2,402.00

TOTAL SECOND YEAR ESTIMATED COST WITH NON-PHOTO CARDS.T...$ 7,953.00

TOTAL SECOND YEAR ESTIMATED COST WITH PHOTO CARDS......... $ 9,003.00
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The required supplies for a photo card program are: the Permanent I1-D Camera,
transparencies, photo meal cards, permanent information cards, an artwork and
engraving plate, and an encoder/verifier. For the specific assumptions of this
survey, the first year cost for a Vali-Dine non-photo meal card program would
be $4,461, and the first year cost for a photo card program would be $7,011.

Subsequent year costs for Vali-Dine's meal card programs reflect the
following four factors: (1) 800 new cards, with associated transpariencies
and permanent information cards, would be issued per year, (2) the equipment
use charge for the encoder/verifier would be 35% of the first year charge,

(3) the equipment use charge for the I-D camera would be 100% of the first
year charge (i.e., the unit price for the camera represents an annual charge),
and (4) the price for the artwork and engraving plate is a one-time charge and
is therefore not figured into the subsequent year cost estimates. Thus,
estimated subsequent year costs for the non-photo program would be $1,352

and $2,402 for the photo card program.

A summary cost proposal is contained in Table 4. As this table indicates,
the total first year estimated cost with non-photo cards is $23,321, and the.
first year estimated cost with photo cards is $25,871. Second year total
costs for the equipment and non-photo and photo card programs are $7,953 and
$9,003, respectively.

USER INTERVIEW

An interview was held with the Dining Service Manager at the University
of New Hampshire where a Vali-Dine Series/4 System had been installed more
than two years ago. In the manager's eyes, the Series/4 was cost effective
and the system operators (e.g., the card clerk and headcount monitor) also
praised the system. The central polling station, printer and data entry
console are located in the University's computer facility thus benefitting
from a controlled enviromment. Human error in forgetting to reset the
equipment's internal time clock caused the loss of data from one breakfast
meal. The two standard management reports provided with the Vali-Dine
system have proven adequate for this university application.

EVALUATION FOR MILITARY APPLICATION

Of all the system reviewed in this report, the Vali-Dine system is, by
far, the most prevalent in foodservice applications. The fact that it is
currently used in over 200 foodservice facilities is a distinct advantage
of the Vali-Dine system. Some of the other systems included in this report
are not, at this time, involved at all in any type of foodservice operation
and thus, Vali-Dine's widespread use indicates that R. D. Products' management
possesses a level of foodservice expertise that is unmatched by its competitors.
Another advantage of the Vali-Dine system is that it produces management-type
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reports which provide detailed information on individual patrons and on
dining facility participation rates. Although these two particular reports
do not currently conform to an acceptable audit trail definition, R. D.
Products has assured NARADCOM that specific user designed formats could be
provided, at an additional expense, should the system be procured.

A major drawback of the Vali-Dine system is that it is currently available
only on a lease basis. And as shown in the cost analysis chapter of this report,
this constraint has caused Vali-Dine's uniform annual costs to be extremely high.
This policy, however, might be relaxed if the company were responding to a DoD-
wide bid for automated headcount equipment. A more serious concern with respect
to Vali-Dine's equipment is that, of all the systems reviewed, it appears to be
the most sophisticated and, thus, perhaps the least ''sailor-proof''. For example,
the equipment requires that the time clock be reset after any kind of power
outage. If the time clock is not reset, the data collection and corresponding
analyses are simply not performed. In fact this actually did occur at the
University of New Hampshire (UNH) and they ''lost' their breakfast-meal headcounts
the day after they experienced a power outage.

Although the company literature does not indicate that a temperature-
controlled environment is required for the reliable operation of the central
processing equipment, UNH has located its equipment in its computing center.
It was the feeling of the users at New Hampshire that the equipment was
sensitive enough so that if located in any other place, reliability could be
adversely affected.

Finally, as was mentioned previously, R. D. Products does not allow its
users to assemble their own photo meal cards. The primary reason that R. D.
Products has adopted this policy is that their technique for incorporating
photographs onto plastic meal cards is a proprietary process. It should be
noted that this constraint in a military environment would probably result
in intolerable delays, administrative overhead, and reduced security. Should
the Vali-Dine system satisfy other requirements, however, the system can be
operated with non-photo meal cards and military ID cards as is presently done.
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SECTION VII

RUSCO ELECTRONICS

Source: Rusco Electronic System
P. 0. Box 5005
1840 Victory Blvd.
Glendale, CA 91201

SYSTEM OVERVIEW

The Rusco Model 540 is a microprocessor central controller capable of
controlling up to 20,000 patron accounts and 256 Reader/Terminals. The Rusco
550 is a micro-auxiliary controller that interfaces directly with the 540.
The function of the 550 is to maintain and update the transaction data from
the 540. The basic 540/550 system includes 256 access levels and 127 time
zones. Reader/Terminals may be connected directly up to a distance of 2
miles. Telephone modems may be connected to provide unlimited operating
distances over telephone circuits. :

Thr Rusco coded badge (entitled "Ruscard") employs a 25-mm by 55-mm strip
of flexible magnetic material laminated inside a credit-card-size badge. The
coding for the badge consists of magnetized spots permanently encoded at the
factory. The Rusco card reader senses the magnetized spots using a 5 by 8
element array of magnetic sensors. The card reader can make individual access
decisions based on the code or can signal the controller to check the
corresponding access information that has been programmed into its memory.

If access is denied, a red light flashes on the reader. A green light indicates
that access should be granted.

Vendor supplied specifications are included in Appendix I and a photograph
of the 540 Controller is shown in Figure 8.

PRINCIPLES OF OPERATION

Insertion of a Ruscard in a system reader activates the reader's built
in microprocessor, which senses the digital code stored in the card's embedded
memory core. If the Ruscard does in fact belong with this specific system,
the reader will unscramble the card code bits into a system code and a card-
holder ID number. If the card does not belong with the system, the reader's
output will be '"'garbage'.

The reader then transmits the system code and cardholder ID number of the
540. (For distancesup to two miles, communication may be over 2 wire pairs;
longer distance transmission requires a dedicated full-duplex voice channel
(such as a leased phone line) with a System 500 modem at each end). The
card data are received by the central controller, checked for transmission
errors, and the access decision process begins.
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MAC 540 Controller

FIGURE 8
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First the system code is verified as a double-check on the validity of
the card. Then, the central controller begins scanning its memory in an
attempt to find the cardholder ID number. If the number is located,
indicating that the card is valid, its assigned status level, i1f any, is then
examined. (A status level is a collection of cardholders with the same access
privileges. It is defined by a list of instructions keyed into the controller
specifying when access is permitted at each reader location in the system.
Any cardholder's status level may be assigned or changed via the 540 keyboard) .
If the cardholder's status level specifies access at the reader location at
the current time of day and day of week, the processor issues a "'GO'" command
to the reader; otherwise, a '"NO GO" command is issued. When the reader
receives the access command, if the command is "GO'" a green '"GO'" light on the
reader faceplate lights.

At the same time that the processor is issuing an access command to the
reader, a transaction record is formatted and sent to a system logging device
(printer, magentic tape, etc.). The transaction record contains the reader
location, time of day, cardholder ID number, cardholder status level, and a
transaction code indicating the type of transaction.

Note that the controller makes four separate tests before granting access:
correct system code, valid cardholder ID number, valid status level, and
authorized time zone. Failure of any of these tests will cause denial of
access, and will generate a transaction record in red ink on the printer
logger, identifying the time, location, and cardholder ID number, and
specifying the reason for denial of access. The format of this transaction
record is similar to the format shown in Figure 1.

SYSTEM COSTS

An initial price quotation was received from Rusco Electronics in July
1979. At that time, it was explained that the proposal was incomplete and
that another proposal which would address iteself to the 550, custom software,
and Ruscards would be forthcoming. The follow-up information has not as yet
been provided despite repeated requests by the authors. For cost comparison
purposes, all known Rusco prices are included in this report.

Specifically, the following quotes were received:

1. Model 540 with Multiple Use Option: $ 14,872
2. System Printer: $ 1,720
3. 2 Card Readers w/Tamper Switches and No-Go Output: $ 2,992
4. Interfaces and Modems: $ 2,400

Thus, it is known that Rusco 540/550 System hardware would cost at least
$21,984. Further, it can be assumed that the additional cost of the controller
and customized software would significantly raise the total system cost.
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In the absence of data from Rusco concerning their card costs, Ruscards
were assumed to be between those of Vikonics and Cardkey since all three
companies' readers utilize a magnetic-coded card. Thus, a Rusco card program
for 2000 users who experience a 40% turnover and loss rate would cost (for the
first year) approximately $4,158 for a non-photo application and approximately
$7,348 for a photo application ($5,348 for the cards and $2,000 for the photo-
graphic equipment) .

USER INTERVIEW

The Rusco installation at Walter Reed consists of a central polling device
wired to badge readers in the cafeteria and other limited access areas. The
foodservice division has not been able to use the Rusco equipment for its
intended purpose, which was to eliminate the need for an individual assigned to
the headcount/cashier function. The equipment was down at the time the site
was visited.

EVALUATION FOR MILITARY APPLICATION

One advantage of the Rusco system is that there appears to be an in-place
military expertise with respect to Rusco operations since this system 1is
currently in operation at Walter Reed Army Medical Hospital. Although the
Rusco system at Walter Reed is not specifically utilized in the foodservice
function, the expertise currently being gained can be easily expanded to include
headcount operations. Another advantage of the Rusco equipment is that its
card readers accept magentic as opposed to magentic-striped cards. Magnetic
cards, as was stated previously, are less susceptible then magnetic-striped
cards to erasure and duplication.

On the negative side of the ledger, Rusco, in comparison to Cardkey, is
a much more expensive alternative to produce a time-sequenced audit trail.
It is the authors' opinion that these two systems are almost identical in terms
of their capabilities and outputs. Both systems could be expanded to produce
management reports the costs of which are unknown at this time. (Cardkey
through their PASS system or through interfacing; Rusco with its 550). Further-
more, there is some evidence, based on the authors' experiences at Walter Reed,
that implies that Rusco's maintenance policies might not be as rapid as would be
desirable in a foodservice environment where failure to capture headcount data
on meals would represent a serious accountability problem.
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SECTION VIII
VIKONICS

Source: Vikonics, Inc.
23-25 East 26th Street
New York, NY 10010

SYSTEM OVERVIEW

The TAC—lOOOTM microcomputer controller can accommodate up to 128
magnetic card readers and up to 4000 patron accounts. The Controller features
a front panel Cathode-Ray-Terminal (CRT) display which interacts with the
operator, and an 80-character hard copy printout which provides a numerical
documentation of all transactions accompanied by a limited narrative. Reader/
Terminals may be connected directly up to a distance of 1.5 miles without line
compensation. For remote locations up to three miles from the Controller, a
multiplexer can be used. Each multiplexer can handle up to 16 readers. For
distances greater than three miles, telephone lines driven by modems must be
used. TAC-1000 offers up to 128 access levels and up to eight time zones
per day.

The TAC system has a floppy diskette capability. Up to 12,000 transactions
or three day's worth of system activity (assuming 2,000 cards (representing
either authorized or unauthorized patrons) are presented at two meal periods
per day), can be stored on the diskettes. These stored transactions can be
referenced through the keyboard on the Controller, and stored either by card
number or by dining facility location. The system will print the sorted data
thus providing separate audit trails for each dining facility or individual
patron activity reports. The floppy diskette capability included in this
system (at no additional charge) facilitates data transfer between the TAC
and a mainframe computer so that any desired management reports could be
obtained given the requisite programming.

Vendor supplied specifications are given in Appendix J and photographs of
the TAC Controller and card reader are shown in Figures 9 and 10, respectively.

PRINCIPLES OF OPERATION

The TAC system operates with a magnetically encoded, plastic encased,
credit-card-sized badge. Each card that is to be used with the system is
programmed at the Controller with identification number, access level, and
time zone. A card may only be inserted into a reader when the INSERT card
light is flashing. Once inserted, the reader indicates via flashing lights with
ENTRY GRANTED or ENTRY DENIED and a simultaneous hardcopy record is printed.

A sample Vikonics output is shown in Figure 11.
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FIGURE 9. TAC 1000 Controller

FIGURE 10. Vikonics Card Reader
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SYSTEM COSTS

The following price quotations were received by NLABS in September 1979
from a Vikonics sales representative,

HARDWARE ‘ COST CARDS COST
Central Console $ 11,200 2,800 Non Photo $ 5,460
and Data Entry ' 2,800 Photo $ 6,860
Device ’
Printer 2,250
2 Card Readers 2,000
Interfaces No Charge
Total Hardware: $ 15,450

The purchase price, given the assumptions of this survey, for a TAC 1000
system with non-photo meal cards would, therefore, be $20,910: -$15,450 for
the system hardware and $5,460 for the meal cards. The TAC system with photo
meals can be purchased for $22,310: §$15,450 for the hardware and $6,860 for
the cards. In the second and subsequent years, 800 new non-photo cards costing
$1,560 or 800 new photo cards costing $1,960 would be issued. Besides the
film costs for the photo cards, the cost of the 800 new cards that would be
issued each year is the only other cost that would be incurred in the second
and outyears of operation. The cost analysis chapter of this report
incorporates film and photographic equipment costs into the calculation
of this system's uniform annual cost.

EVALUATION FOR MILITARY APPLICATION

An advantage of the Vikonics system is that it provides system error
messages. NLAB's past experiences with automated headcount system (Fort Lewis
and Travis) have shown that it is helpful to have a system's error messages
recorded so that a dining facility manager's claims that manual headcounts
were obtained because a reader was down can be verified. A second advantage

of the Vikonics equipment is that it provides floppy diskette capability and
can sort and print out the data base by dining facility location or meal card
number. If a ''grow-to' capability is an important selection criterion for

an automated headcount system, then the Vikonics system is one which will
allow an easy transition to higher ration accountability functions. While
the TAC-1000 is significantly more expensive than some of the other access
control systems described in this report, it must be emphasized that its cost
includes its diskette which allows greater storage and sorting capabilities,
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The only apparent cause for concern with the TAC system is that, like Vali-Dine,
the central processor might require a temperature-controlled environment. It
should be noted that since NLABS was not able to interview users of this equip-
ment, this is offered as a precautionary remark rather than an authoritative

statement.
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SECTION IX
SCHLAGE ELECTRONICS

Source: Schlage Electronics
3260 Scott Boulevard
Santa Clara, CA 95051

SYSTEM OVERVIEW

The Schlage System employs a standard credit card sized, passive-
electronic coded vinyl badge and a proximity badge reader technique. That
is, when a badge is positioned within 10 cm of a badge reader, it is -
automatically interrogated and the badge code is transmitted to the control
processor for validation. This system is less vulnerable than other readers
to tampering and direct physical attack because the badge reader can be housed
inside a wall or desk and hence, have no exposed parts.

Model 414 can control up to eight badge readers located up to 2,000 feet
from the control processor. (Expanding capabilities for additional distance
are not available). The standard 414 system also has a memory capacity for
1,500 individual patron accounts, 8 time zones, and 255 access levels. The
system can not be interfaced into a mainframe computer to produce management
reports, nor can it do any data processing to sort transactional data by
dining facility location or meal card number. Company representatives have
indicated, however, that larger scale versions of the 414, capable of operating
at longer distances, performing data processing activities, and interfacing with
a host computer, are available and that 414 can be expanded to handle 2000
patron accounts. '

Vendor supplied specifications are given in Appendix K and a sample
equipment configuration is shown in Figure 12.

PRINCIPLES OF OPERATION

The Schlage system's card-reader operates by proximity. A hidden sensor
reads the credit-card-sized command card and transmits signals to a control
unit, which regulates access, and to a printer, which records access and
attempts. Access is gained by placing an authorized command key within 4
inches of the sensor that is located near the access point. If the user is
authorized for that door, at that time, a green light flashes on the sensor.
At the same time, the system prints the date, time, key number and the access
location. Unauthorized attempts cause a red light to flash and are recorded
and printed in red ink with an additional code indicating the reason for
rejection. A sample Schlage report is shown in Figure 13.
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FIGURE 12. Schlage 414 Equipment Configuration
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FIGURE 13. Sample Schlage Output

System programming is performed on a small desk-sized unit which plugs into
the control unit. Three modes of operation are available. The scan mode is
used to display the contents of memory. The enter mode is used to enter or
update key codes, time zones, or door authorizations. The void mode is used
to void or '"rule out'" a key code. When not in use, the programmer can be
easily removed for safe-secure storage.

SYSTEM COSTS

In September 1979, the following price quotations were received by NLABS
from a Schlage sales representative:

HARDWARE COST CARDS COST
System 414 Control Unit $ 5,000 2,800 Non-Photo $ 9,100
2 Sensors (Card Readers) 500 2,800 Photo $11,200
System Programmer (Data 1,200

Entry Device)

Printer 1,000

Interfaces 2,400
Total Hardware $10,100

It should be noted that under the assumptions guiding this survey, the cost
of just the required amount of Schlage photo cards excees the costs of the system
hardware. A photographic system (i.e., camera, laminator, and die cutter) would
also have to porcured if a photo meal card program is desired. An estimate
obtained from a Polaroid representative for such a system is $2,000. Thus,
the total system procurement cost for a Schlage 414 system with photo meal
cards would be $10,100 for hardware plus $11,200 for photo cards and $2,000
for a photographic system, or $23,300. The same system without a photo meal
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card program would cost $19,200. Under the assumptions of this survey, in
the second and subsequent years, a cost of $2,600 for 800 non-photo cards
or $3,200 for 800 photo cards would be incurred.

EVALUATION FOR MILITARY APPLICATION

The passive-electronic card utilized in the Schlage system is the most
durable card identified in this survey. It is also the card that is most
difficult to decode or destroy. The durability of Schlage's card is this
system's primary advantage. Another advantage of the Schalge system is that
it would allow the fastest throughput of patrons at the headcount station
because unlike other systems, patrons do not have towait while their cards
are inserted in and out of a reader.

On the negative side of the picture, the Schlage 414 system 1s costly.
The system's cost is primarily due to the high cost of the cards employed
(In fact, 2,800 photo-Schlage cards cost more than the hardware that is
needed to support those cards). Furthermore, the 414 can neither interface
with a mainframe computer nor perform any data processing activities so that
dining facilities could receive their own audit trails. And again, as with
other access control systems, Schlage's readers do not contain counters as
integral parts. Such counters would be an additional item of expense.
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SECTION X

INTERNATIONAL BUSINESS MACHINES (IBM)

Source: IBM
General Systems Division
Northside Parkway
Post Office Box 2150
Atlanta, GA 30301

SYSTEM OVERVIEW

The IBM controlled access system utilizes a magnetic-stripe credit card
encoded with a 10-digit credential number. The control element for the system
is an IBM Series/1 mini computer. The Series/1 could be used for other tasks
in addition to access control as the use of a computer allows a great deal of
flexibility in the operation of the access-control functions.

The system is designed to permit entry only to personnel who are
currently authorized to enter a specific area. Access to as many as 63 points
may be controlled by this system. Each of these points to which a badge reader
is connected may be assigned to one of fifteen access control classes or groups.
The basic system allows each of 1,000 individual magnetically encoded badges
to be assigned to one or more of these access levels. Up to 4,000 badges may
be assigned, without program modification, by expanding the system storage
capacity. ' :

The IBM magnetic-stripe card readers can be mounted on a door,wall or
pedestal. They sense the coded data from the magnetic-stripe and transmit
the signal by telephone-type wires to the Series/1. All data transmitted by
the card reader and all control signals received by the card reader are over
four wires. The maximum direct wire separation from a card reader to the
Series/1 is five wire miles. For installations with more remote requirements,
translators or modems allow distances greater than five wire miles over voice
grade communications facilities. (A wire mile is defined as the amount of
wire that would be required to link two points that are located a mile apart
together. That is, a wire mile is the minimum length of wire required to cover
the distance of one mile).

The IBM Controlled Access System uses the IBM 4974 Bidirectional Printer
for recording system activity, including: access data, invalid entry attempts,
with time and date indicated. Operation of the system is provided through the
use of the IBM 4979 Display Section as a keyboard console. The console operation
1s designed to guide the operator through each procedure with simple step-by-step
instructions. Minimal training would, therefore, be required in order to become
confortable in operating the system. '
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Vendor supplied specifications on the Series/1 are provided in Appendix
L and a sample equipment configuration is shown in Figure 14.

PRINCIPLES OF OPERATION

The person desiring entrance to a controlled area inserts his/her card
into the slot provided in the reader. If the Series/l allows access, the
door control mechanism or other device (i.e., a flashing light) is activated
and allows entry. If access is denied, the light will not flash and the
person attempting to gain entrance can insert the card again. Each time the
card is inserted, the data is read and transmitted to the Series/1 for a
decision and is automatically logged on the system's printer. The printed
log contains a record of all system activity including: access data, invalid
entry attempts, time of day, date, door, and badge number.

The IBM system can be programmed by the user or by the manufacturer for
a minimal fee to provide anti-passback capabilities, individual audit trails
for each dining facility, and management type reports. No additional hardware
would be required as a floppy diskette is already included in the cost proposal
presented in Table 5.

SYSTEM COSTS

The minimum Series/1 equipment configuration for 2,000 badges and 2 doors
1s comprised of 14 individual hardware components. The associated purchase
prices and mandatory monthly maintenance fees for these components are listed
in Tables 5 and 6.

Thus, the cost of an IBM Series/l configuration for 2,000 patrons and 2
doors includes a purchase price for the hardware elements, a monthly maintenance
fee for those components, and a monthly software charge. First year expenditures
for the Series/1 equipment configuration would, therefore, be $26,664:
$22,662 for the hardware, $2,262 for the yearly maintenance fee, and $1,740
for the yearly software charge. In the second and each year thereafter a
charge of $4,002 would be incurred: $1,740 for the use of IBM's software
package and $2,262 for the mandatory yearly maintenance fee.

For the specific card-related assumptions of this survey, the first year
cost of a non-photo program would be $3,417: §10Q for the one-time layout
charge, $3,248 for the card stock, and $67 for the setup charge. For the
second and subsequent years, the cost of a non-photo card program would be
$997: $928 for the card stock plus $67 for the order setup charge. A photo
card program would cost $4,061 in the first year: $3,892 for the cards, $100Q
for the layout, and $67 for the order's setup. For the second and subsequent
years, a photo card program would cost $1,181: §1,112 for the cards and $67
for the setup charge.
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FIGURE 14.  IBM Series/1 Controlled Access System Configuration
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TABLE 5

IBM Series/1 Summary Cost Proposal

Hardware Component

32K Processor
Diskette Attachment
Display Station Attachment
Printer Attachment
Timer
Integrated Digital Input/Output
Rack Mounting
Additional Storage-16K
Diskette
Printer
Display Station
Metre Rack
2-Card Readers
Interface Panel
Total

Software Charge

Series/1 Software

70

Purchase Price

Monthly Maintenance

$ 7,400
730

955

930

570

825

55

1,750
2,410
2,790
1,735
870

544
1,098

$ 22,662

Purchase Price

$ 83.00
6.00
7.00
3.50
4.00

12.00

N/C

6.00

17.00
32.00

16.00

2.00

N/C

~_N/C

$'188.50

Monthly Maintenance

N/C

$ 145.00



TABLE 6

Detailed Card Costs For IBM Series/l1 System

Item

Layout Charge
Basic Plastic Card
Magnetic Stripe
Signature Panel
Printing
Arrow for Proper Insertion
Encoding Charge
Total Cost of a Blank Card
Total Set-up per Order
+ Polaroid Flap

Total Cost of a Photo Card

40ne Time Only

bEach Card

71

Cost

$ 100.00%
12
.12
.01
.52
.02

oo o o o o o

.37

§ 1.16°

$ 1.39

Set-Up Charge/Order

$ 40.50

28.00

$ 68.50




In summary, the first year cost of an IBM Series/1 with a non-photo
program would be $30,081. The second and subsequent years' cost for the
Series/1 with a non-photo card program would be $4,999. The Series/1 with
a photo-card program would cost $30,725 in the first year and $5,183 in the
second and subsequent years.

EVALUATION FOR MILITARY APPLICATION

The advantages and disadvantages of an IBM Series/l system in a military
environment are very much similar to those already enumerated for the Cardkey
and Vikonics systems. In each case, however, IBM represents a more expensive
alternative to achieving roughtly the same results as Cardkey and Vikonics can
accomplish. It should be noted, however, that the field service force in IBM
is a large and experienced one. An IBM customer can feel confident that, in
years to come, his system will be serviced in a timely manner. The field
organizations of those companies whose primary business is in the access
control idustry are not as yet as developed as IBM's due to the fact that
these companies are still relatively new. On those military installations
which currently employ IBM mainframe computers, an additional advantage would
accrue in that the Series/l would, of course, be directly compatible with
existing computation facilities. This becomes particularly important in any
grow-to kind of application.
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SECTION XI

APD SECURITY SYSTEMS

Source: APD Security Systems
Division of Automatic Parking Devices, Inc.
24700 Crestview Court
Farmington Hills, MI 48018

INTRODUCTION

APD offers two configuration methods for its access control system. It
can either be operated as a stand-alone or an on-line system. The discussion
of APD's systems, however, will be limited to its stand-alone system because
it was determined that the on-line system would cost over three times as
much as the stand-alone system and would not offer any recognizable advantages
over the stand-alone system. The main reason why the on-line system is so
much more expensive is that its distance limit is 4,000 feet*, and as a result,
two separate and complete systems would be required to satisfy the assumptions
of this survey. For the sake of completeness, however, the system cost and
all manufacturer supplied literature on the on-line system are given in
Appendix M. Sample equipment configurations for both systems are shown in
Figure 15.

PRINCIPLES OF OPERATION

The 740 Series Programmable Off-Line Reader is a stand-alone programmable
unit capable of accepting up to 4,000 individually coded cards. The cards
used are the APD ''Optic Kards" Wthh may be programmed in or out of memory
by a hand-held programmer. Coding is accomplished with optical filters
which can only be decoded by the reader. Having access to the precise
optical filter in the card would not benefit a counterfeiter since the card
contains a plurality of different filters all separately assigned to an analog
value in the reader. The filters are inaccessible, invisible, and part of the
plastic itself. Cards are factory encoded upon order.

The 740 Series is an off-line unit which does not require any wiring
back to a central unit. Voiding or validating cards from the system is
accomplished by simply opening the front panel door of the reader, plugging
in the hand-held programmer, and entering the card number on the programmer's
keyboard. A bright four-digit display shows the number and its status. The
card status can be changed by pressing just two buttons. An optical unauthorized
card alarm is available that will signal when a voided card has been inserted
into the reader. This feature facilitates recovery of lost or stolen cards.

*Information was furnished by a company representative in a telephone
conversation.
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On-Line Central Memory System

Programmable Off-Line Reader

FIGURE 15. Sample APD Equipment Configurations
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Many options are available including anti-passback, time zones, and
printer interface. The APD printer unit offers an eighteen column capacity
with black printing for all valid entries and red printing for all invalid
attempts. The unit prints out month and day, twenty-four hour time, location
or station number, and card number.

SYSTEM COSTS

Hardware and card costs are presented below for both the stand-alone
and on-line systems.

STAND-ALONE SYSTEM HARDWARE . COST

Station Equipment (1 station)

Card Reader $ 2,150
Printer 1,400
Power Supplies 90
Reader Enclosure 100
Mounting Enclosure 100
Printer Interface 150
Hand-held Programmer 750
Cost Per Station $ 4,740
ON-LINE SYSTEM HARDWARE COST
Equipment
2 Memory Centrals $ 5,990
2 Printers 2,800
2 Expanders 1,500
2 Card Readers . 1,730
4 Power Supplies 180
2 Printer Interfaces 300
2 Hand-held Programmers ‘  1;5OQ
Total Hardware Cost $ 5,600
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CARDS - BOTH SYSTEMS COST

2800 Non-Photo Optic Kards ($2.00/card) $ 5,600
2800 Photo Optic Kards ($3.50/card) $ 9,800

A stand-alone system with 2 reader stations, 2000 current patrons, 800
patron turnover and replacement accounts, and a non-photo card program would
cost $15,080 in the first year: §9,480 for two reader stations and $5,600 for
the non-photo card program. In the second and subsequent years, under the
assumptions of this survey, this configuration requires that a $1600 cost be
incurred in each year so that 800 new cards can be issued.

The same configuration as above with the exception of having a photo-card
program instead of a non-photo program would cost $19,280 in the first year.
To replace 800 cards per year in the second and subsequent years would cost
$2,800 per year. It should be noted that the cost of the photographic
equipment and film is not considered here but is given extensive treatment
in the Cost Analysis Section of this report. '

EVALUATION FOR MILITARY APPLICATION

The principle feature of APD that offers a competitive edge is its
stand-alone capability. For application in the Navy or for remote feeding
sites with one enlisted dining facility and few patrons, the stand-alone
mode could be very useful. Furthermore, in a stand-alone mode, one printer
would be located in each facility and therefore separate audit .trails could be
generated for each location. It does, however, require that each reader be
programmed individually. On large installations, of course, this requirement
is impractical. The optical card used in APD's system is also an attractive
feature. It is more difficult to duplicate or destroy the optically encoded
information on APD's cards than it is to do so on a magnetic or magnetic stripe
card. The APD system appears to have no unique problems that are not shared
with other types of access control equipment.
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SECTION XII

ECONOMIC ANALYSIS OF ALTERNATIVE SYSTEMS

INTRODUCTION

A uniform annual cost method was used as a basis to compare the cost of
each system. Annual costs have the advantage of incorporating into a single
figure the investment and recurring costs with each alternative.

We have chosen to include meal card costs in this economic analysis
even though there is a high probability that a magnetic striped military ID
card will be used in future automated headcount systems. When such a card
has been officially adopted, there will be no need for separate machine-
readable meal passes. In the interim, the only viable alternative to
automated access control at the dining facility entrance entails separate
cards. Hence we have included these costs in our analysis.

ASSUMPTIONS
The following assumptions were made in performing this analysis:
1. The discount rate is 10%.%
2. The economic life of each system is 8 years.**

3. The total number of patron accounts will remain a constant 2,000
over the period of analysis.

4. Each year 800 new cards will be issued due to an assumed 40% turnover
and replacement rate.

5. The various system configurations and associated interfaces etc.,
recommended by each vendor are adequate to satisfy the<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>